' Y4 e N\ d N\ d MS )
Control ] Desktop MS Access J[ MS Edge J MS Edge - MS Edge ] MS Excel MS Office | MS OneNote | MS Outlook : S
. ) Point ystem
[ MS Project ] ( MS Publisher Al Control \[ MS 1‘[ MS Visio 1 ]( |l [ skypefor | Start M Windows
MS Word OneDrive Shared V[ els tart Menu
2016 L 2016 ) Panel Teams ) 2016 N\ 2016 § Network I Folders . Business 201 GJ & Taskbar components
Configuration Profile
Win 10 Admin Templates User Configuration

Above Lock

Device
Installation

MSS Legacy

Windows
Ink
Workspace

BitLocker
Base Settings

MS Security
guide

APP

Device Lock

Power

Windows
PowerShell

App
Managment

DMA Guard

Remote
Assistance

Event Log

Service

Remote

Desktop
services

Windows 10

Security Baseline

Auto Play

BiLocker

File Explorer

emote

Procedure
call

Remote

Management

Credentials
Delegation

Internet
Explorer

Sma

Credential
ul

Data

Protection

Microsoft
Defender

Device
Guard

MS Security
Guide

Windows

Connection

BitLocker
Fixed Drive

LAPS

Start Menu &
Taskbar

BitLocker
Removable

Drive settings

Disk Encry
BitLocker Prof]

o O
=5
©)
D)

Windows
components

Microsoft Edge
WebView 2

MS Edge

Default

settings
MSS
(Legacy)

I\@(ngfﬁ\?ezom

machine)

Configurat

Win 10 Admin T
Computer Conf

System

on Profile

emplates
iguration

MS
PowerPoint 2016

Control
Panel &
Settings

Display

Win
Spotlight

General

MS
Defender
Antivirus

Per App
privacy

Privacy

Device Restri

Configura

Locked
screen

ctions

Network

Prox

Cellular &
Connectivity

Reporting
& Start
Telemetr

Password

Messadin

Personalization



https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&app-runtime
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&app-runtime
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&app-runtime
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&app-runtime
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&application-management
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&audit
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&auto-play
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&bitlocker
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&device-guard
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&connectivity
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&credentials-delegation
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&credentials-delegation
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&data-protection
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&device-installation
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&device-lock
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&dma-guard
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&experience
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&firewall
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&credentials-ui
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&local-policies-security-options
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&microsoft-defender
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&power
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&remote-assistance
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&event-log-service
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&remote-desktop-services
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&remote-management
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&file-explorer
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&remote-management
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&search
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&internet-explorer
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&smart-screen
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&system
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&wi-fi
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&ms-security-guide
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&windows-connection-manager
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&mss-legacy
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&windows-ink-workspace
https://docs.microsoft.com/en-us/mem/intune/protect/security-baseline-settings-mdm-all?pivots=mdm-december-2020&windows-powershell
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-disk-encryption-profile-settings#bitlocker--base-settings
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-disk-encryption-profile-settings#bitlocker---fixed-drive-settings
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-disk-encryption-profile-settings#bitlocker---os-drive-settings
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-disk-encryption-profile-settings#bitlocker---removable-drive-settings
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#app-store
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#cellular-and-connectivity
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#control-panel-and-settings
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#display
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#cloud-and-storage
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#locked-screen-experience
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#locked-screen-experience
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#messaging
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#password
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#personalization
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#printer
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#per-app-privacy-exceptions
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#privacy
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#projection
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#network-proxy
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#reporting-and-telemetry
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#search
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#start
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#microsoft-defender-smartscreen
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#microsoft-edge-legacy-version-45-and-older
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#windows-spotlight
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#general
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#microsoft-defender-antivirus
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#cloud-printer
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10#power-settings

i Control . .
Admin o : " . . Credential Device
Wi-Fi Settings dit f Crypt h
Above Lock Termplates Accounts Auditing BitLocker Connectivity CI:c;]I]lcﬁZt Providers ryptography Guard

Displa Lock Down Education Camera Cellular o=k Firewall Enterprige Pow';/lrISDoint G Notifications
piay Browser Cloud Print 2016 Connection
MS Excel LT
Win Logon 5016 Dma Guard Games Language MS Edge Search System Defender Maps Power
Settings &
Win
User Rights izt OneNote Speech Storage Browser Start SIMEL Defender MS Word Privacy
Interests Options Screen . 2016
4’; security Ctr 4’
BITS Bluetooth Authentication Win update Task IS alaje Licensin System C;_oadlzr Widaget Reb
Uetoo for Business Manager Update d Services vernae 1agets eboot
- settings # ‘F
i ; MS Edge ) =
Kerberos Task Win Adv MS Project DefauEI;t dwriti MS Publisher Local pgllCles Lanman .
Text Input Threat 2016 Handwriting 2016 security . Settings
Scheduler protection settings \ s=liies Workstation
Win Ink . . MS Visio Memory MS Access Win Hello Data Network MS App )
Workspace Experience Security 2016 Dump 2016 for Business Protection Isolation Store [lontiehestne
g > )
Device Ms Lync ; MS Office "
Exploit Guard App Defaults Converters Deliyery . Health Device Lock Features MS Office 2016 2/(1)51 gutlook OneDrive
" Optimization Monitoring Policies 2016 (Machine)
Remote Desktop| Shared PC r Exploit Guard Conﬁgu ation Proﬁl

Win 10 Settings Catalog (Preview)

Attack Surface Device . : Smart VIS Devi
! F Il evice
Reduction Installation DMA Guard Slikoicer HEHE Screen Defender Guard
Rules
Endpoint Security
Microsoft Defender for
Endpoint Baseline




